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ABOUT RE:STATE  

Re:State is established as the leading Westminster think tank for public service reform. We 

believe that the State has a fundamental role to play in enabling individuals, families, and 

communities to thrive. But our vision is one in which the State delivers only the services that 

it is best placed to deliver, within sound public finances, and where both decision-making and 

delivery is devolved to the most appropriate level. We are committed to driving systemic 

change that will deliver better outcomes for all.      

We are determinedly independent and strictly non-party in our approach. This is reflected in 

our cross-party Advisory Board and our events programme which seeks to convene 

likeminded reformers from across the political spectrum.      

Re:State is a registered charity, the Re:State Trust Ltd, charity no. 1103739. 

 

ABOUT RE:IMAGINING THE STATE 

After a decade of disruption, the country faces a moment of national reflection. For too long, 

Britain has been papering over the cracks in an outdated social and economic model, but while 

this may bring temporary respite, it doesn’t fix the foundations. In 1942 Beveridge stated: “a 

revolutionary moment in the world’s history is a time for revolutions, not for patching.” 80 years 

on, and in the wake of a devastating national crisis, that statement once again rings true. Now 

is the time to fix Britain’s foundations. 

Re:State’s programme, ‘Re:Imagining the State’, puts forward a bold new vision for the role 

and shape of the State. One that can create the conditions for strong, confident communities, 

dynamic, innovative markets, and transformative, sustainable public services.  

‘Re:Imagining Whitehall’ is one of the major work streams within this programme. 
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Seven ideas for tackling the legacy IT 

problem  
 

Idea 1: A dedicated Digital Modernisation Taskforce should be established in the digital centre 

of government (GDS) with a mandate to reduce systemic legacy risk and embed prevention. 

Idea 2: Introduce mandatory Technology Impact Assessments for major policy and spending 

decisions with technological implications.  

Idea 3: Make legacy IT risk an explicit part of Accounting Officer responsibilities and public 

reporting.   

• Amend Managing Public Money to require Accounting Officers to report annually on 

the risk profile, remediation plans and funding status of their department’s most 

risky legacy estate.  

Idea 4: Government should accelerate simpler digital spending pilots and shift digital funding 

from a time-limited to a service-based model, so that IT remediation spending isn’t seen as an 

optional extra. 

Idea 5: Adopt a central match funding model to accelerate departmental legacy IT remediation 

while preserving local responsibility. 

Idea 6: The Taskforce should establish clear guidance on the commercial best practice for 

managing suppliers involved in legacy IT, and intervene to apply it themselves across high-

risk contracts. This should include:  

• Standardising key commercial terms;  

• Identifying high-risk legacy IT contracts which are coming up, and pre-planning 

mitigation strategies to avoid repeated rollovers; 

• Payment by results approaches;  

• Hybrid delivery teams with enhanced civil service capability. 

Idea 7: The taskforce should develop a programme of New Commercial Approaches to legacy 

IT across central government.  
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1. Introduction 

The modern British State is inseparable from the technology it uses. It is as fundamental as 

the policymakers who decide how it is made, the frontline staff who use it in their day-to-day 

work, or the public who access services through it.  

Digital technology has transformed government for the better. It has improved the State in 

small, everyday ways. Existing services have become easier to use, cheaper to run, and 

quicker to function. It has also brought about step-changes in the State, allowing government 

to act in profoundly different ways to shape the economy and transform how public services 

are delivered. In every case, the changes underpinned by technology have mitigated some 

risks and created the conditions for others, such as large personal data breaches, cyber-

attacks and system outages.  

Despite this transformational potential, technology is still often seen as an afterthought in 

Whitehall, a kind of ‘corporate’ function of the public sector and a ‘back office’ issue. It is rarely 

a priority for more public spending, attention from ministers or primacy in new policy 

announcements. Where government was once leading technological adoption,1 and 

welcomed the “white heat”2 of the scientific revolution, now the State feels like the slowest part 

of our national system to modernise. As new technologies are developed, like cloud computing 

and software-as-a-service, the British State has been a slow adopter.  

From the perspective of decision-makers in Government and service-using citizens alike, the 

result is an unresponsive and ‘broken’ system, fuelling the collapse of public trust in the 

institutions of the State. 

Legacy IT – paradox, crisis, and opportunity 

The phenomenon of ‘legacy IT’ represents the deepest part of this modernisation challenge, 

where the goals of the State are continuously impinged by outdated technology. This effect is 

produced by underinvestment and a tendency toward reactively ‘firefighting’ system 

challenges as they arise, producing a spiral where each ‘fix’ adds complexity, which makes 

the next intervention even more costly, steadily crowding out capacity for the deeper structural 

work that could break the cycle of endless tinkering and patching up. The result is a technology 

estate that now actively obstructs the very innovations government hopes will modernise 

public services.3 

If Government were to intervene to tackle this issue, the potential benefits would be enormous. 

Analysis from the Department for Science, Innovation and Technology (DSIT) found over £45 

billion in savings and productivity benefits from digital transformation which are not currently 

realised (though these figures are not broken down).4 Realising even half of these savings 

could have a transformational impact on the public sector, while more modern digital systems 

 
1 Antonio Weiss, The Rise and Fall of UK Digital Government – Learning from the Past (Bennett 

School of Public Policy, 2019). 
2 Harold Wilson, Labour and the Scientific Revolution, a Policy Statement Made to the Annual 

Conference of the Labour Party, Scarborough (1963). 
3 Government Digital Service and Central Digital & Data Office, Guidance on the Legacy IT Risk 

Assessment Framework (2025). 
4 Department for Science, Innovation & Technology and Government Digital Service, State of Digital 

Government Review (H M Government, 2025); Department for Science, Innovation & Technology, 

Government Digital Service, A Blueprint for Modern Digital Government (H M Government, 2025). 
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themselves could unlock more efficient, accessible, and responsive public services. 

Government’s own Digital Government Roadmap makes the scale of possible gains 

abundantly clear – and even at a conservative estimate, these are still well worth pursuing.5 

One obstacle that stands in the way of seizing this opportunity is a kind of fatalism: in some 

parts of the State, legacy IT is seen as an inevitable challenge. Technology will always become 

outdated over time and need modernisation. It is a mistake to think that software will ever 

reach an ‘end state’. But delayed modernisation has created a large and persistent backlog of 

legacy IT, much of which is ‘sticky’: not just outdated, but near-incompatible with modern 

approaches.  

Legacy IT imposes opportunity costs. Out-of-date systems are often missing useful modern 

features or functionality, meaning the State and the public miss out on the benefits. It also 

creates risks, and if left unchecked those risks can become systemic. Legacy systems are 

more vulnerable to cyberattacks, outages, and irretrievable data loss. Over time, they become 

more expensive to support than their modern counterparts, and in extreme scenarios can go 

from legacy to deadweight: unsustainably costly and/or difficult to operate. 

The further government falls behind the curve of technology adoption, and the more it relies 

on legacy IT to operate, the harder it becomes to catch up.  

Legacy IT is not only a maintenance and resilience problem, it is also an energy problem. 

Older systems can be very power hungry: legacy hardware tends to be less efficient than 

newer infrastructure. In Government, those costs are often not visible in a single budget line 

because electricity, facilities, hosting, and cloud charges are accounted for separately, which 

makes the true cost of legacy systems harder to track.  

A new approach 

Successive governments have acknowledged and tried to mitigate the strategic risk of legacy 

IT. The current Government’s State of Digital Government Review identified “persistent 

legacy” as a “deep systemic challenge”, while its most recent spending review allocated 

hundreds of millions to the upgrade of digital systems.6 Their predecessors in the 2019-2024 

Conservative Government had IT modernisation as a core goal.7 The Coalition Government 

of the 2010s significantly modernised legacy online services, consolidating hundreds of 

government websites from legacy platforms into the new GOV.UK.8 

Despite many attempts to modernise the State, the risks from legacy IT persist. Whitehall 

should be introspective about where the theories of change it has relied on to fix legacy IT are 

sufficient, or whether a radically different approach is required. Without an honest appraisal of 

past efforts, the Government’s planned Legacy IT Action Plan will likely repeat the same 

patterns and not deliver substantial change. This paper identifies three substantive areas 

where the Government should depart from policies pursued to date: 

• Strategy and leadership – government departments, public bodies and frontline 

services have largely been left to identify and address legacy IT at their own pace, with 

 
5 Department for Science, Innovation and Technology, Roadmap for Modern Digital Government (UK 

Government, 2025). 
6 Department for Science, Innovation & Technology and Government Digital Service, State of Digital 

Government Review. 
7 Central Digital and Data Office, Transforming for a Digital Future: 2022 to 2025 Roadmap for Digital 

and Data - Original (2022). 
8 Mike Bracken, ‘Government as a Platform: The next Phase of Digital Transformation’, Government 

Digital Service, 29 March 2015. 
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an emphasis on improving the incentives for them to act. In practice, this has meant 

that in some areas legacy IT has been left operating for far too long because 

remediating it is not in the short-term interests of individual organisational leaders. 

Legacy IT can create systemic risks for public services with impacts far beyond the 

organisation that maintains it day-to-day, and it therefore needs a whole-system 

approach.   

• Funding – the case for government investment to remediate legacy IT is strong, but it 

struggles to compete against other priorities for funding. The argument is often made 

weakly, and decision-makers have been unrealistic about how to protect investment in 

the face of other pressures for digital spending – or indeed, other kinds of spending 

altogether. Legacy IT is often framed in the public finances as a kind of ‘technical debt’: 

that organisations can either invest to ‘pay off’ or continue to ‘service’ at high-cost year-

to-year. In practice, this is not compelling in the public sector – the State has significant 

financial debts which it also fails to pay off, and instead prefers to service even at high 

costs. The Treasury needs a more realistic model for financing legacy IT remediation. 

• Commercial – to address legacy IT risks, the Government needs to work differently 

with the private sector. The traditional commercial models which have been used to 

address legacy IT risks do not work at the scale, pace and affordability needed for the 

scale of transformation the State now requires. More creative approaches are essential 

to leveraging the best parts of private sector delivery and learning the lessons from 

past failures. Different commercial approaches all come with risk, but this risk is 

tolerable in comparison to the ongoing systemic risks posed by legacy IT. 

The ultimate risk of legacy IT is that it fosters a kind of legacy government. As the gap between 

the speed of the public and private sector’s adoption of technology grows, the State as a whole 

will be trapped in the past – unable to relate to the public in the way they live their lives, 

intolerably expensive, and unable to reckon with an ever more interconnected world 

increasingly influenced by powerful technological actors.  

The transformation of the State by technology is only just beginning. AI is already accelerating 

the possibilities for more automated, personalised and responsive public services. Quantum 

computing may well render most forms of encryption highly vulnerable, and increase the cyber 

risk to everyone in the public and private sector. Increasing demands for technological 

sovereignty will change the shape of the global software economy. Government cannot 

continue to fall behind, or it will be left behind.  

To achieve its crucial mission to modernise public services, an entirely new approach to legacy 

IT will be required. 



  FROM LEGACY TO LEADERSHIP 

 

8 
 

2. Strategy and leadership  

Government has set out a series of growing and evolving digital strategies over the years, 

outlining a vision for modern, user-centred public services. However, these strategies often 

fail to translate into day-to-day operations and reveal a disconnect between central 

government and the wider public sector.  

Legacy IT is an omnipresent constraint – at least mentioned as a limitation to digital 

government in many of these strategies – such as the 2025  A Blueprint for a Modern Digital 

Government and the State of Digital Government Review, which identify “deep systemic 

challenges” within digital government, including “persistent legacy”, “inconsistent leadership, 

a skills shortage, diffuse buying power, and outdated funding models”.9 Taken together, the 

problem is not just technical. It is also one of ownership, incentives and fragmentation, as no 

one actor is clearly responsible for fixing the foundations, no one is properly rewarded for 

doing so, and responsibility is split across too many parts of the system. 

2.1 The current picture 

While government strategies paint a coherent picture of the potential and functionality of digital 

government, the reality is that digital government remains largely fragmented. Technology 

leadership in the public sector is highly decentralised. Each department or service has 

ownership and control of its own technology estate and has historically made its own 

technology decisions, with varying capability, maturity and risk appetites. This variability 

makes approaches and strategies different in practice, and coordinating strategies across 

government difficult. 

Decentralisation has advantages – for example it can encourage systems tailored to specific 

needs, but it also creates obstacles for leadership and accountability. As the State of Digital 

Government Review noted, there is “little reward for prioritising an agenda of service 

digitisation, reliability, or risk mitigation”.10  

The result is highly inconsistent visibility and reporting. While some organisations – such as 

the Ministry of Defence and Home Office – have detailed registers of legacy systems, around 

15 per cent of organisations surveyed fail to understand let alone provide an accurate view of 

their legacy IT estate.11 Recent reviews suggest that one in four government systems are 

outdated, with the number of “red rated” systems having increased to almost a quarter of the 

319 assessed systems as of January 2025.12 This fragmentation makes cross-government 

risk management all but impossible.  

In addition to this, there is a real leadership problem in Whitehall, where many departments 

still lack a board-level senior leader with technical expertise, and fragmentation of 

 
9 Department for Science, Innovation & Technology, Government Digital Service, A Blueprint for 

Modern Digital Government; Department for Science, Innovation & Technology and Government 

Digital Service, State of Digital Government Review. 
10 Department for Science, Innovation & Technology, Government Digital Service, A Blueprint for 

Modern Digital Government. 
11 Department for Science, Innovation & Technology and Government Digital Service, State of Digital 

Government Review. 
12 ‘How Legacy Systems Are Holding Back UK Public Services’, PDMS, accessed 5 January 2026, 

https://www.pdms.com/latest/how-legacy-systems-are-holding-back-uk-public-services/. 
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responsibility has made ownership and accountability hard to trace. As of 2025, only four out 

of 16 major central government departments (DSIT, Ministry of Justice, Department for Work 

and Pensions and HM Revenue and Customs) had a digital leader in their executive 

committee, in contrast to much higher proportions in the private sector.13  

Digital leadership in Whitehall is weak and there are often no incentives for leaders to focus 

on digital issues as “there is little reward for prioritising an agenda of service digitisation, 

reliability or risk mitigation,” and so broader transformations are prioritised, as they often come 

with more incentives and reward.14 As one interviewee put it – “there is no central responsibility 

for promoting working together, finding value for money, or identifying the right joint supplier 

base,” – all actions that would be vital in addressing and resolving the legacy IT problem. 

Additionally, the National Audit Office (NAO) found that leaders do not always recognise how 

cyber risk – often stemming from legacy systems – directly threatens their strategic goals.15 

FTSE 100 Chief Operating Officers commonly have backgrounds in digital transformation, a 

trend not mirrored in public sector management. 16  

For instance, in the State of Digital Government Review, a senior leader at Department for 

Environment, Food and Rural Affairs was quoted as saying: “operational people don’t want 

change, policy people don’t understand delivery, and digital people don’t understand either of 

those two things”.17 Variation in leadership capability across the wider public sector acts as a 

barrier to the whole system vision set out in central strategy documents, particularly where 

local services depend on shared or connected legacy platforms.  

The problem is not solely limited to efficiency or service quality; it is increasingly constraining 

transformation. For instance, while the 2025 AI Opportunities Action Plan describes AI as a 

cross-cutting general-purpose technology, and the Tony Blair Institute found that using AI to 

change the way government delivers could save £200 billion over five years, realising these 

benefits depends on fixing data quality, digital infrastructure and legacy systems first.18 In 

short, fixing the legacy layer is also vital to the Government’s AI ambitions. 

Where understanding and coordination has existed, some successes have followed. GOV.UK 

is the most visible success amongst these. It involved the consolidation of over 2000 

government websites into a single platform, consolidated 19 account systems and 44 sign-in 

methods, and showed that government can standardise and centrally govern common 

components.19 And yet not enough pioneering successes have followed.  

In contrast, efforts to tackle large operational systems have moved more slowly. Cross-

departmental projects – such as the Driver and Vehicle Licensing Agency and Home Office 

collaboration on a ‘Photo at the Roadside’ API service – shows what is possible through good, 

shared leadership and common purpose. The system has made identification 66 per cent 

 
13 Department for Science, Innovation & Technology and Government Digital Service, State of Digital 
Government Review. 
14 Department for Science, Innovation & Technology, Government Digital Service, A Blueprint for 

Modern Digital Government. 
15 NAO, Government Cyber Resilience (2025). 
16 Department for Science, Innovation & Technology and Government Digital Service, State of Digital 

Government Review. 
17 ibid 
18 Department for Science, Innovation & Technology, AI Opportunities Action Plan (2025); Tony Blair 

Institute for Global Change and Faculty, Governing in the Age of AI: A New Model to Transform the 

State (2024). 
19 Department for Science, Innovation & Technology and Government Digital Service, State of Digital 

Government Review. 
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faster and is used by 41 police forces across the country.20 This suggests that central 

coordination can work, but only where there is clear leadership, a shared objective, and a 

practical route to delivery. 

However, such examples remain rare. The scale of the challenge is greater than any single 

department can tackle alone. The ‘stock’ of legacy IT spans thousands of interdependent 

systems of varying age, ownership, and criticality. The patchy records and inconsistent 

definitions mean that even identifying the riskiest systems and remediating them successfully 

is difficult. The NAO’s 2019 report Challenges in using data across Government concluded 

that “government does not know where its most critical technology risks lie” - a finding that still 

holds largely true.21 The problem, then, is as much strategic and cultural as technical. 

2.2 The current model: remediation without prevention 

A key weakness of the current model is the lack of focus on prevention. Most technology 

change projects are designed to be large, time-limited projects that either build or replace 

systems and then hand them over to business-as-usual teams. Currently, without continuous 

investment and clear ownership, systems will gradually degrade into the next generation of 

legacy, continuing a legacy IT spiral. The State of Digital Government Review now warns that 

under-digitisation, institutional fragmentation and tech debt “present headwinds to 

modernisation”.22  

Cloud transitions are a good example. Moving systems and operations from on-premises 

infrastructure to cloud platforms is an important enabler: it improves resilience, can simplify 

operations, and aligns with contemporary security practices. Used well, cloud migration can 

be a stepping stone to wider modernisation and can help reduce some of the risks attached 

to older hosting environments. But in some cases, cloud migration has been treated as an end 

in itself rather than a step towards more substantial infrastructure change. Legacy systems 

have at times been ‘lifted and shifted’ with minimal refactoring, preserving the same legacy 

code, data structures and ownership arrangements in a new environment. While this reduces 

some important transition risks, this approach may also leave the underlying legacy 

infrastructure largely intact: the same limitations in a new hosting environment. Here the 

problem is not cloud itself, but when cloud migration is treated as the objective rather than a 

route to more fundamental transformation. As one interviewee put it, “cloud transition is 

important, but it isn’t the whole story – in many cases we’ve just virtualised the problem”.  

Furthermore, while there are significant financial constraints that need addressing, there are 

also non-financial constraints. Interviewees highlighted finite digital and engineering capacity, 

a shortage of people capable of large-scale remediation, and a limited understanding of 

interdependencies across systems. As one interviewee put it, “even if you doubled the money 

tomorrow, we don’t have the people or the maps to spend it well”. These constraints imply that 

even if funding is to be improved, it must be paired with better prioritisation, cross-government 

pipelines, and shared remediation frameworks to prevent capacity from becoming the new 

bottleneck. Therefore, it is important to put the right framework in place and create a system 

that enables elimination, not just remediation.  

 
20 Department for Science, Innovation & Technology and Government Digital Service, State of Digital 

Government Review. 
21 NAO, Challenges in Using Data across Government (2019). 
22 Department for Science, Innovation & Technology and Government Digital Service, State of Digital 

Government Review. 
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Case Study 1: Guy’s and St Thomas’ NHS Foundation Trust  

Guy’s and St Thomas’ Hospitals suffered a major IT outage in July 2022. Two major data 

centres failed due to a heatwave, causing widespread disruption across its hospitals and 

community services. This forced the Trust into a “paper hospital” model to keep services 

running, with staff forced to work around unavailable electronic records and key operational 

prescribing and ordering systems. When critical systems fail in the NHS, the impact can be 

immediate and felt directly by patients and staff.23 

 

The Trust’s own review identified 371 legacy systems and noted that only a limited number of 

people had detailed knowledge of how those systems were connected and how they could be 

safely restored. That meant the Trust could not simply ‘switch back on’ – instead it had to work 

through a long and difficult process of stabilisation, workaround management and recovery. 

The Critical Site Incident was not stood down until 21 September 2022, weeks after the initial 

failure, and with a longer route to recovery still ahead, with some clinical systems and data 

remaining inaccessible even after this period. 

 

The financial consequences of this incident were significant. The review recorded around £1.4 

million in unplanned technology spending linked to recovery and resilience measures, 

including specialist support and additional backup arrangements. Additionally, the wider costs 

of cancelled appointments and operations, reduced service capacity, and a lengthy period in 

which the trust had to rely on paper-based processes and manual workarounds were borne 

by patients and staff.  

 

The case is an example of how legacy IT is not only a problem of outdated infrastructure or 

poor efficiency, but it is also a live operational risk that can rapidly become a public service 

crisis. It also emphasises why prevention matters. Once a system fails in a complex estate, 

recovery is slow, costly and disruptive. The lesson is that legacy remediation is not a technical 

nicety but a necessary condition for safe, reliable public services. 
 

 

Source: Guy’s and St Thomas’ NHS Foundation Trust, Review of the IT Critical Incident, January 2023 

2.3 A different strategic model  

If the aim is to maintain the health, adaptability and resilience of digital services over time, 

rather than allowing systems to deteriorate until major replacement becomes unavoidable, 

then a different approach will be needed. 

This starts with prevention. Departments need funding models, technical standards and 

organisational structures that support continuous improvement, rather than periodic rescue of 

individual systems. That means clearer expectations around interoperability, common data 

models, open standards and sustained service ownership. For any major system, approval 

and oversight processes should establish who owns the service, who is accountable for its 

performance and risk, and how the system can be adapted or replaced in future without 

excessive cost or disruption. 
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There is also an organisational challenge. Digital leadership needs to sit closer to core 

departmental and cross-government decision making, so that legacy risk is treated as a 

strategic issue rather than a technical concern. In practice, this requires stronger central 

leadership, clearer accountability, and better visibility of risk across the system, allowing 

government to identify and address weakness before it becomes failure. 

2.3.1 A central taskforce 
Legacy IT is in part the product of a collective action problem. Left to their own devices, 

departments across Whitehall will naturally prioritise local delivery pressures and visible policy 

wins over shared infrastructure investment. But when a single failure in a system of record, or 

a cluster of undermaintained local systems can disrupt public services, the risk is undeniably 

systemic. There is no single department with the mandate or incentive to grip that risk. 

This is where the current model fails. Strategy is written centrally, but ownership, responsibility 

and funding sit with individual departments; no one is solely accountable for the legacy risk 

that cuts across them. The State may recognise the problem, but it does not yet have an 

institution designed to own it. There exists an agreement that the status quo is not working, 

but no one actor is clearly responsible for fixing the technological foundations. Describing 

problems like legacy IT which cut across government departments and aren’t reformed, 

Darren Jones said “for far too long, government hasn’t worked the way it should”, and nothing 

short of a “complete rewiring of the State” will change that.24 Legacy IT is a problem that should 

be at the heart of this rewiring, not an afterthought. 

When government really wants to move fast and fix things, it has done so – but mostly in crisis. 

As Jones argued in his ‘Move fast, Fix things’ speech, the turnaround of the passport office 

and the vaccine taskforce are both good examples.25 They were both backed by quicker 

spending decisions, greater autonomy to make well informed but high risk decisions, rapid 

staffing with the people who were actually needed, and direct access to ministers that allowed 

teams to bypass slow departmental processes. A small team, working outside the normal limits 

of its environment, was able to get the details right and restore performance at speed and 

scale. Jones’s argument that this model should apply in “in peace time, not just in a crisis” is 

important: it recognises that some of the state’s most serious problems do not erupt overnight 

but build up over years. Legacy IT is exactly that kind of slow-burning risk.26 

At present, the approach to legacy IT is almost the opposite. Risk is shared across 

government, but responsibility is fragmented. Departments own their systems, but the 

consequences of failure – whether a national outage, a cyber-attack, or a loss of trust in digital 

services – often spreads well beyond their boundaries. Strategy is written centrally, but the 

incentives for any single leader to grip legacy IT are weak. In Jones’s broader diagnosis, we 

have built “a system where everyone has a say, but no one can act”.27 That logic applies 

directly to legacy IT as many actors can block or delay, but few are empowered and mandated 

to unlock and deliver.  

What is needed is a more powerful and coordinated approach that treats legacy IT as a 

strategic mission in its own right and promotes leadership, ownership and accountability. In 

line with Jones’ proposed taskforces model, this should take the form of a dedicated Digital 

Modernisation Taskforce – a small, interdepartmental team operating from within GDS, at the 

 
24 Darren Jones, ‘Move Fast. Fix Things.’, Speech, GOV.UK, 20 January 2026, 

https://www.gov.uk/government/speeches/move-fast-fix-things. 
25 Darren Jones, ‘Move Fast. Fix Things.’ 
26 Darren Jones, ‘Move Fast. Fix Things.’ 
27 Darren Jones, ‘Move Fast. Fix Things.’ 
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centre of digital government, with a clear mandate to cut across departmental boundaries and 

grip the parts of the legacy IT problem that no single department can solve alone.  

Like the vaccine and passport office taskforces, the Digital Modernisation Taskforce should 

be given the authority to overcome the barriers posed by fragmentation. It should have the 

freedom to hire the right expertise at pace, the freedom to procure with faster and more joined 

up decision making, and the freedom to get on with the job prioritised business case approvals 

and higher delegated authority limits – in return for clear accountability for results. It should 

report directly to the Secretary of State and enjoy the additional sponsorship of senior 

leadership in the Cabinet Office. The Taskforce should be visible to Ministers in the same way 

that other major cross-government taskforces are, so that it has a clear route to challenge, 

escalation and delivery. Its role would not be to own every project or to recentralise all 

technology decisions, but to focus on the highest risk systems and shared dependencies, 

where an interdepartmental response is essential. 

In addition, the Taskforce should have a clear mission and measurable outcomes. For 

example, reducing the proportion of red-rated legacy systems by a defined percentage over a 

fixed period, and ensure that every remaining red-rated system has been grouped or at least 

has a funded remediation plan and a named senior owner to take leadership. Its success 

should also be independently scrutinised, with regular reporting to Parliament and external 

oversight through the NAO and Public Accounts Committee where appropriate, so that the 

Taskforce is not only powerful but accountable.  

In doing so, the Taskforce would turn legacy IT from an unmanaged, slow-burning liability into 

a deliberate, time-bound mission, applying the taskforce model not only in crisis, but to the 

quiet, cumulative risks that underpin the “broken state”. 

 

Idea 1: A dedicated Digital Modernisation Taskforce should be established in the digital centre 

of government (GDS) with a mandate to reduce systemic legacy risk and embed prevention.   

 

Implementation 

This taskforce should be established through three phases. 

The first phase of implementing this task force should be to establish the mandate, reporting 

line and authority needed to act across departments; agree a common definition of priority 

legacy risk; and use the existing risk assessment framework to produce a single view of the 

most acute cross-government exposures.  

Its second phase should be to turn that picture into a pipeline of projects: identifying which 

systems require direct remediation, which can be grouped with similar functions, which 

contracts require intervention before rollover, and where central match funding or alternative 

commercial models are justified.  

The third phase should be to plan for prevention: ensuring that major policy and spending 

decisions are tested for legacy implications, that departments have named owners and funded 

plans for red-rated systems, and that commercial standards reduce the chance of creating the 

next generation of legacy. 
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Figure 1: Responsibilities for the Taskforce  

• Map and prioritise systemic risk:  

o Use the Legacy IT Risk Assessment Framework to build a single, cross-

government picture of the highest-risk systems and groups of systems.  

o Identify where multiple departments share exposure to the same supplier, 

platform or data dependency, and where failure would have national impacts. 

• Coordinate coherent remediation approaches:  

o Group similar systems and business functions (for example, case 

management, finance, HR) and design shared processes for retiring, replacing 

or refactoring them, rather than repeating bespoke projects department by 

department. 

o Work with departments to define standard pipelines. From discovery and 

mapping through migration, refactoring and decommissioning, so teams do not 

have to reinvent the process each time. 

• Set and enforce minimal standards for prevention: 

o  Ensure that all major remediation programmes include basic safeguards 

against creating new legacy: interoperability by default, open data standards, 

clear exit plans, documented architecture, and named service owners. 

o  Use the Taskforce's power to spread proven patterns and playbooks across 

departments. 

• Align funding and procurement with risk: 

o Advise and take decisions on where project by project remediation is 

appropriate and where alternative models – grouping, frameworks, or new 

public private partnerships are more cost effective. 
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3. Funding and risk 

Legacy IT is chronically underfunded, and remediation is often perpetually deferred. It is 

neither part of routine maintenance budgets nor of the kind of politically visible transformation 

that ministers can announce and champion. One interviewee said that “legacy IT is a choice”. 

It is the cumulative result of decisions to defer, patch and prioritise short-term announcements 

over the long-term resilience and reliability of the government’s technological foundations as 

other policies move forward around it.  

Legacy IT funding is set through Spending Reviews, and the allocations which departments 

make from their overall settlement in each year. In any Spending Review, proposals to replace 

or modernise legacy IT compete with manifesto commitments, more visible transformations, 

and high-profile digital programmes. As a result, legacy IT often loses out. Resources are 

instead directed towards new initiatives built on top of fragile, tangled technological 

foundations. Outdated funding models are now recognised as one of the “deep systemic 

barriers” to digital government.28  

3.1 The current funding structure 

The concept of ‘tech debt’ in the public sector is often used to describe the trade-offs with 

funding technology.29 In a sense, technology ‘debt’ is the accumulated future cost of choosing 

short-term fixes over lasting solutions, and the cost of patching and extending old systems 

rather than rebuilding them properly. Like financial debt, tech debt accrues ‘interest’: every 

temporary fix saves time now but increases the future cost and complexity of putting it right 

later. Just servicing that debt through accepting high running costs and incremental patching 

is often preferable to public sector leaders. But like financial debt, organisations can invest 

now to ‘pay it off’ – reducing their future technology cost liabilities through transitioning to more 

modern, cheaper systems. But this requires up-front investment, which can be challenging for 

government financial planners. In practice, the system defaults to servicing the interest and 

acquiring tech debt and government appears more comfortable servicing its ‘tech debt’ than 

eliminating it. 

The State of Digital Government Review 2025 estimates that around half of central 

government IT expenditure goes on maintaining existing, often legacy systems, while 28 per 

cent of high-risk systems have no remediation funding at all.30 Many of these systems are 

decades old: such as the Police National Computer and HMRC’s COBOL platform (both date 

back to the 1970s), while others such as long running departmental case management 

systems have been patched so many times that the codebase is now opaque even to their 

operators. As one interviewee put it, “all the low hanging fruit has probably gone – what's left 

is hard to fix for a reason”.  

Legacy systems are also generally more expensive to run, maintain and service, incurring 

higher hosting and hardware costs and requiring specialised skills that are increasingly scarce 

and expensive. As easier systems have for the most part already been retired or migrated, 

 
28 Department for Science, Innovation & Technology, Government Digital Service, A Blueprint for 

Modern Digital Government. 
29 This is not its only use – the concept of tech debt is also widely used in product teams to describe 

the short-term extra costs created by patchwork solutions to technology problems. 
30 Department for Science, Innovation & Technology and Government Digital Service, State of Digital 

Government Review. 
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what remains is the harder, more expensive systems that are structurally harder to fix and 

deeply embedded, further raising the costs of remediation efforts.  

In practice, this approach leads to the practice of reactive funding: major investments in 

remediation only arrive after a system fails or is subject to a cyber-attack or a highly visible 

outage exposes the risks that years of underinvestment have allowed to grow. The lack of 

funding and comfort in building tech debt means that major investments in remediation arrive 

often after an incident, either in the form of a cyber-attack, a prolonged outage or a highly 

public failure that reveals the consequences and risk load of underinvestment. Examples of 

such incidents and reactive crisis funding are many. The British Library cyber-attack in 2023 

shut down core systems for months31 and the WannaCry ransomware attack halted parts of 

the NHS in 2017.32 In both cases, risks were ignored, funding was amiss and then crisis hit, 

tiggering substantial consequential efforts to improve resilience. The costs of responding to 

and recovering from both incidents likely far exceeded what systematic prevention would have 

required. 

The result is a government comfortable carrying substantial technical debt, and so continually 

servicing the cost of legacy systems but rarely reducing it. The interest keeps rising, and with 

every deferral, the debt becomes harder, riskier, and more expensive to repay.  

The government tends to fund fixes in response to crises in legacy IT, not active remediation 

or prevention, leading to a never-ending log of problems that no minister wants to own - instead 

throwing around a ticking time bomb. 

3.2 Legacy IT as a capability deficit 

Funding often comes in one of two ways: crisis funding or maintenance funding. Systems 

aren’t transformed unless they fail in substantial ways. The result is that the gap between what 

systems can do and what services require widens each year. Departments fall behind with 

out-of-date technology stacks by relying on aging platforms that constrain service design, data 

use, and automation, which leaves them with ever more catch up to play at a later date as 

operational urgency rises. The State of Digital Government Review 2025 finds lost productivity 

savings each year from not digitising systems amounts to four to seven percent of annual 

public sector spending, holding back both productivity and public satisfaction.33 In other words, 

a significant share of government’s technology spending is absorbed simply by keeping old 

systems alive, rather than building new capacity or delivering modern systems. 

This creates a technology deficit: money that could fund better, cheaper, more resilient digital 

services is instead locked into sustained fragile legacy estates. If those systems were 

modernised, the same funding could have been repurposed toward transformation, driving 

savings and improved outcomes rather than be spent on maintenance.  

Legacy funding also stifles innovation. Even digital investment programmes end up layered 

on legacy foundations, amplifying technical fragility rather than reducing it.  Without funding 

for proper remediation or prevention, today’s successful remediation risks becoming 

tomorrow’s legacy IT – a recurring cycle of partial fixes that never close the gap. 

 
31 NAO, Government Cyber Resilience. 
32 NAO, Investigation: WannaCry Cyber Attack and the NHS (2017). 
33 Department for Science, Innovation & Technology and Government Digital Service, State of Digital 

Government Review. 
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Ultimately, legacy IT creates significant fiscal inefficiency. It diverts resources away from 

innovation, automation, and data-driven reform that could reduce long-term operating costs. 

Paying down this deficit would not only strengthen resilience but free both budget and staff 

capacity to invest in the transformative capability that legacy estates currently crowd out. 

3.3 Systemic risks, fragmented budgets  

Current funding arrangements create a system where risk is shared across government, but 

remediation costs are not. Responsibility and accountability for funding technology projects, 

including legacy IT transformation, sit with individual departments and their Accounting 

Officers, just like the rest of the fiscal framework. Many of the risks created by legacy IT, such 

as cyber security risks, supplier lock-in, supplier dependency, and operational failure are 

cross-government risks. These risks are poorly understood – there is little analysis of the 

interdependencies between systems and a lack of data to model aggregate exposure or risk. 

They do not stop at departmental boundaries, are systemic by nature but funded and managed 

as if they were isolated.  

This structural mismatch lies at the heart of the problem – aggregate exposure is collectively 

owned but individually managed. There is little analysis or shared datasets to model cross-

government interdependencies, leaving the State unable to accurately quantify the full scale 

of its technical risk.  

Incidents such as the 2017 WannaCry ransomware attack highlight the costs of structural 

underinvestment and fragmented accountability can lead to national disruption. At least 80 

NHS trusts and hundreds of primary care organisations were affected. All infected 

organisations shared a common vulnerability that left them exposed: out-of-date Windows 

operating systems.34 This highlights the vulnerability of legacy systems as well as the funding 

and governance failures around legacy IT. 

Unsupported systems continued to be in operation despite the associated cyber risk, as they 

worked and caused no day-to-day disruption. A lack of investment in lifecycle management 

and system updates, alongside this ignorance, created the opportunity for such an attack. 

Funding, and efforts that could have avoided such an attack, followed only after the attack and 

the disruption to hospital operations, which built up a sense of urgency, and so remediation 

funding followed. The lesson from this, and many such incidents, is not that cyber risk exists, 

but that fragmented governance and structural underinvestment make it inevitable that the risk 

will materialise.  

As a result, neither government, nor individual departments, are well placed to understand the 

true extent of systemic risk from legacy IT, nor are they able to make investments in line with 

mitigating that.  

DSIT’s Legacy IT Risk Assessment Framework aims to correct this by creating a framework 

to identify and map high risk systems using common criteria, pushing departments to be 

accountable for their systems and act with this information.35 But in the absence of funding 

mechanisms that match investment to those risks, even well-informed assessments won’t 

translate into action if the ministers or Accounting Officers ignore them. Departments are often 

 
34 NAO, Investigation: WannaCry Cyber Attack and the NHS. 
35 Government Digital Service and Central Digital & Data Office, Guidance on the Legacy IT Risk 

Assessment Framework. 
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reluctant to divert spending from visible priorities to address risks whose benefits are cross-

cutting or may not produce visible benefits in the Spending Review period.  

The result is a dangerous asymmetry of accountability: each Accounting Officer can only 

control their department’s systems, while digital interdependencies and the consequences of 

failure run across Whitehall. Systemic risk can’t be addressed without a cross-cutting 

approach, and leaves the State exposed to cascading failures, because no single actor is 

mandated or resourced to reduce the risk that everyone shares.  

It is clear that the public spending framework has structural flaws which make budgeting for 

technology spending challenging – not solely for the purposes of legacy IT remediation, but 

also for delivering the kind of radical transformations in public services that AI and other 

technologies promise.36 Solving these structural flaws requires a new model for technology 

budgeting, which incrementally reduces the size of the technical deficit between legacy IT and 

modern solutions, allows for strategic investment across the public sector to reduce the 

collective risk from legacy IT, and stops legacy IT remediation being treated as, in the words 

of one interviewee, a kind of “second-class spending”.   

Technology impact assessments 

Where possible, the public sector should prevent technology from being created in ways which 

will make it become a legacy risk quickly or make it harder to address legacy risks when they 

arise. And when risks from the failure of legacy IT are on the horizon, a preventative approach 

means intervening before the system fails or becomes such a ‘burning platform’ that 

policymakers must act. In both cases, technologists need to get upstream of the problem, 

which often means intervening at the policymaking stage when decisions are made which can 

create unrealistic or impossible dependencies on legacy IT.  

Policymaking is an insular part of government and often criticised for an ‘ivory tower’ attitude 

to actual delivery of policies.37 Senior leaders in the civil service are mostly chosen for their 

skills at advising ministers, rather than deep knowledge of issues like technology delivery. In 

practice, this means that often decisions at the intersection of the senior civil service and 

ministers are taken without consideration of the technology which underpins it, meaning that 

the possible risks to a policy from legacy IT are not made clear.  

In many other areas of policymaking, mandatory impact assessments are required at different 

policymaking stages to identify these kinds of risks and surface them. Equalities Impact 

Assessments are required for all policy advice to be compliant with the Public Sector Equality 

Duty under the Equality Act 2010. Regulatory Impact Assessments are used for regulatory 

provisions under the Better Regulation Framework.38 And public spending decisions often 

require an Accounting Officer Assessment of their compliance with the principles of best value 

for money in Treasury guidance.39  

To adopt a similar principle for digital systems, DSIT should explore the creation of mandatory 

(though non-legislative) Technology Impact Assessments for policy decisions which have 

relevant technology considerations, where technical experts advise whether there are 

 
36 Joe Hill, Byte-Sized Budgeting: Funding Digital Service in Government, January 2025; Joe Hill and 

Sean Eke, Getting the Machine Learning: Scaling AI in Public Services (Reform, 2024). 
37 Charlotte Pickles and James Sweetland, Breaking down the Barriers: Why Whitehall Is so Hard to 

Reform (Reform, 2023). 
38 Department for Business & Trade, Better Regulation Framework (2023). 
39 HM Treasury, Managing Public Money (2025). 
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logistical or financial implications and risks stemming from the technology used to deliver the 

policy changes. 

Similarly, legacy IT risk represents a significant liability for most government departments – 

often requiring hundreds of millions of pounds in investment to remediate for the largest 

systems if and when a legacy digital service reaches the end of its life. As a core financial 

liability, Accounting Officers have a responsibility to account for this – but the public spending 

framework doesn’t set any specific expectations for them to do so. The Treasury should 

amend Managing Public Money to make clear that Accounting Officers have to report on the 

risk and remediation plans for their most risky legacy IT systems in departmental Annual 

Reports & Accounts.40 

 

Idea 2: Introduce mandatory Technology Impact Assessments for major policy and spending 

decisions with technological implications. 

• Digital and technical leaders would advise on feasibility, lifecycle costs, legacy 

dependencies and cyber risk before policies are agreed upon. 

• They should explicitly highlight where new policy relies on legacy systems or risks 

creating new legacy without a clear prevention plan.   

 

Idea 3: Make legacy IT risk an explicit part of Accounting Officer responsibilities and public 

reporting.  

• Amend Managing Public Money to require Accounting Officers to report annually on 

the risk profile, remediation plans and funding status of their department’s most risky 

legacy estate. 

 

Funding services, not projects 

The public sector budgets for most technology as a series of time-limited projects.41 In this 

way, it is out of step with best practice in most of the private sector, which mainly budgets for 

technology as a series of services or products.42 Software development is now mostly from a 

Resource DEL (i.e. ‘day-to-day spending’) category, rather than a Capital DEL (i.e. a kind of 

investment), and AI will only exacerbate this trend.43 The rapid adoption of AI, mostly delivered 

as software and cloud services, will only deepen this shift. But spending practices have not 

caught up with this, and are still based on a framework from an era where technology was 

expected to be built through large investments followed by minimal ongoing run-cost.44 

Budgeting for technology as projects instead of services makes it easier to underinvest in 

technology spending in two ways. Firstly, because core operating costs of existing legacy 

technology have to constantly be reapproved as projects, making it easier to negotiate 

technology investment down in favour of other areas. And secondly, because it allows 

 
40 HM Treasury, Managing Public Money. 
41 Hill, Byte-Sized Budgeting: Funding Digital Service in Government. 
42 Jennifer Pahlka, Project vs Product Funding: Modernisation Shouldn’t Even Really Be a Thing at All 

(Eating Policy, 2024). 
43 Paradigm Junction PUBLIC, Buying Generative AI in Government (2024). 
44 Andrew Greenway and Tom Loosemore, The Radical How (Public Digital, Nesta, 2024). 
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policymakers to plan additional investments in new technology like AI without thinking about 

investing in the underpinning services, which often have legacy IT components. Moving to a 

service-based funding model will be crucial to lowering the barriers to investment in legacy IT 

remediation.45  

To fix this, government should recategorise digital and legacy IT spending from project-based 

capital items to service-based resource budgets. 

 In practical terms this will mean:  

• Defining core technology platforms as essential public services funded through 

ongoing Resource DEL allocations rather than time-limited budgets. 

• Updating Treasury guidance to align with this service-based model, giving accounting 

officers clarity that IT remediation counts as legitimate resource spending, not new 

capital investment.  

The Treasury is already piloting a shift to a simpler governance model for digital spending, 

based around services, and these pilots should be accelerated and applied across 

government.46 

 

Idea 4:  Government should accelerate simpler digital spending pilots and shift digital funding 

from a time-limited to a service-based model, so that IT remediation spending isn’t seen as an 

optional extra. 

 

Match funding for legacy IT investment 

Cross-government financial risks from legacy IT require a cross-government investment 

approach to mitigate them. But cross-government financial challenges are hard to solve – the 

entire model of departmental Accounting Officers is based on department-level prioritisation 

of budgets.47 

Most approaches to investing across government come with challenges. Biddable ‘pots’ of 

funding are often under-used and insufficiently reliable for the biggest challenges – for 

example the Shared Outcomes Fund only had 28 bids in SR21 despite the Treasury delivering 

training and guidance to over a thousand finance officials on how to bid.48 Similarly, when 

central government investment is available for a particular kind of spending, such as legacy 

IT, interviewees for this paper felt that could disincentivise departments to make their own 

investments instead of “waiting to see if [DSIT] will fund the risk instead”.  

It is essential to maintain departmental responsibility for mitigating their own biggest legacy IT 

risks through investing from within their own budgets. The incentives to reduce the 

dependency on legacy IT are already low – if DSIT provided a lot more investment, 

departments would likely reduce their own investment in legacy IT by a corresponding amount. 

Instead, the Taskforce should adopt a ‘match funding’ model – using centrally-allocated 

 
45 Hill, Byte-Sized Budgeting: Funding Digital Service in Government. 
46 Performance Review of Digital Spend: Enabling Strategic Investment and Innovation (HM Treasury; 

Department for Science, Innovation and Technology; Government Digital Service, 2025). 
47 HM Treasury, Consolidated Budgeting Guidance 23-24 (2023). 
48 Public Accounts Committee, Oral Evidence: Cross-Government Working, HC 75 (The Stationery 

Office, 2023). 
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funding at the next Spending Review to match the amount that departments put into their own 

legacy IT transformation projects, in order to speed those up.  

 

Idea 5: Adopt a central match funding model to accelerate departmental legacy IT remediation 

while preserving local responsibility. 
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4. Procurement  

4.1 Procurement for legacy IT  

Government’s legacy IT remediation efforts have largely relied on traditional commercial 

models. Large contracts, system-by-system replacement and single suppliers are common 

practices across government. However, these models were designed for bespoke, capital 

heavy IT projects, and reflect an approach of the past. Legacy IT today is more interconnected, 

more embedded within operational processes and carries deep core risks. Our approach to 

legacy IT needs to address this change and the problems of our time. 

Commercial outsourcing is often ineffective, especially as a sole approach to legacy IT 

remediation. It is expensive, it fails to address systematic issues, and it risks reproducing 

dependency and lock-in. 

The long, inflexible nature of conventional IT contracts can actively entrench legacy. When 

contracts are hard to change or exit, it becomes simpler and easier to extend these and patch 

existing systems than to undertake more fundamental redesign. Over time, if government 

departments become ‘locked in’ to working with a particular supplier, the absence of strong 

requirements for open standards and data portability can complicate future migrations.  

Contracts associated with large frontline systems like the PNC illustrate how commercial 

structures can entrench legacy. Decades-long deals with a small number of suppliers and 

repeatedly extended contracts to avoid disruption have made it significantly harder to 

remediate or retire systems. 

Current market conditions and procurement practices risk entrenching legacy IT, and so 

procurement reform must push to be an enabler of remediation rather than a barrier – 

commercial approaches need to change, as well as several practices.  

 

Case Study 2: the Police National Computer  

The Police National Computer (PNC) is one of the UK’s core systems of record, first brought 

into service in 1974 and subsequently expanded to hold data on vehicles, people, property 

and crime. Over time it has become deeply embedded in policing operations as well as wider 

criminal justice processes, with thousands of systems and workflows depending on it every 

day. 

The PNC has historically been delivered through long-term contracts with a small number of 

major suppliers. These arrangements were designed in an era of bespoke mainframe era IT, 

with tightly coupled hardware, software and support. Over successive extensions and 

renewals, contracts have tended to retain the same core supplier, often on terms that make it 

difficult to separate hosting, application support and change work. This results in vendor lock-

in and dependency as the supplier holds much of the detailed knowledge of the system, 

constraining the government’s ability to bring in alternative providers or change direction.  
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Attempts to modernise the PNC have repeatedly run into significant commercial and technical 

complexity. Replacement programmes have struggled to define a clear, shared specification 

across policing, justice, and other users, while at the same time unpicking decades worth of 

customisation and integration. Each delay or reset has typically led to further contract 

extensions for the existing system, reinforcing the dependency on incumbent suppliers and 

pushing full retirement further into the future. 

 

Source: HMIC, Use of the Police National Computer, 2017; Gareth Davies, Approach to Technology 

Suppliers: Addressing the Challenges, National Audit Office, 2025  

4.2 A new relationship with the private sector 

In order to unwind its reliance on legacy IT, government will need to find a new way of working 

with the private companies who supply digital services to the State. Public procurement is at 

the heart of the government’s current technology strategy, and a new approach to it is crucial 

to remediating legacy IT and preventing future technology becoming legacy. But this is not 

just about buying capacity more efficiently. It is also about drawing on the private sector’s 

ideas, experience and delivery discipline to help government raise its ambition, improve its 

execution, and build a stronger sense of shared mission around public service reform.  

In some cases, suppliers are involved in actively supplying or supporting the legacy IT the 

public sector relies on every day. Many government digital systems were built in an era where 

the wholesale development and operation of IT for government by private companies was 

more common. And while modern digital services are usually built to allow easier transfer of 

operational systems between suppliers or from suppliers to the public sector, many services 

which were first developed before the 2010s are still maintained by the same companies that 

built them. 

Whether or not the legacy system itself is owned by government or a company, suppliers are 

usually part of the solution to remediating it. Government has insufficient in-house digital and 

technology specialists to deliver all technology projects, and so it regularly relies on suppliers 

to provide additional capacity, specialist skills, and innovative new solutions to digital 

transformation. That makes the relationship with the market especially important: if 

government is to ‘move fast and fix things’, it will need suppliers who are not just vendors, but 

partners in delivery, innovation and improvement. 

As one interviewee described, a common government approach to addressing a legacy IT risk 

is still “to tender a contract for a supplier to come in and do a discovery, map the requirements 

for a replacement system and the dependencies the current legacy system has, then use that 

to build a specification which either the same supplier or a different supplier delivers”. In other 

words, scoping and delivering the transition away from the legacy system is at least partially 

outsourced to a supplier. While this can be useful, it also means that the public sector relies 

on the market not only for delivery but also to identify and fix the problems.  

Procurement will be key to addressing existing legacy IT and replacing it. Good commercial 

approaches are essential to successfully unwinding the public sector’s reliance on legacy IT 

and reducing the cost and risk of the government’s digital infrastructure. The right approach 

can do more than reduce risk: it can bring new ideas, create healthier competition, and help 



  FROM LEGACY TO LEADERSHIP 

 

24 
 

government learn from better private sector practice rather than simply replicating old ways of 

working.  

The key shifts which will underpin this fall into two categories: improving the baseline of 

commercial terms to identify and address all legacy IT risks, and identifying more creative 

approaches which can enable the State to scale up its remediation efforts while recognising 

resources are limited.  

4.2.1 Fixing the fundamentals 

There are many reasons that government can become ‘locked in’ to legacy IT, but in some 

cases it is the result of basic failures in the commercial process.  

For the small number of companies involved in supplying existing legacy systems, there can 

be significant commercial upside to ongoing government contracts which are continually rolled 

forward because government has not worked out how to transition the legacy IT they are 

managing to a more mature alternative. The GDS Legacy IT Risk Assessment Framework 

identifies vendor contracts which have already expired – and where vendors are working ‘out 

of contract’ – and the likelihood that vendor contracts will expire without a replacement 

agreement in place, as key indicators of whether a system is a legacy risk.49 

In extreme cases, this can resemble companies exploiting a monopoly position – for example, 

the Competition and Markets Authority found that Motorola had made supernormal profits from 

their dominant market position as the sole supplier of the Emergency Services Network for 

radio communications between emergency services, a decision upheld by the Court of Appeal 

in 2025. Their position as both the supplier of the current system and a contractor in the 

replacement of that system could have been a conflict of interest.50 

But in most cases, companies actively want to stop operating legacy IT for the public sector. 

Managing systems which are expensive, reaching end of life, and prone to failure presents 

many of the same challenges for the private sector as it does for the public sector, including 

the reputational risk of a critical service failing on their watch. This is important as it means the 

state can work with the market – the task is not to oppose the market, but to more effectively 

align it with public interest. 

When it comes to using suppliers to remediate legacy IT, similarly it is crucial that the 

contracting authority gets the incentives right. Here, the State can learn key lessons from what 

has worked in cases where procurement has been successfully used to address parts of the 

legacy IT risk.  

For example, public procurement from a wide range of suppliers was instrumental to the 

government’s transition to cloud, with the government launching the G-Cloud framework in 

2012 as an easier way for organisations to access cloud expertise. It initially featured around 

1,700 different services from 257 suppliers, and standardised the prices which the public 

 
49 Government Digital Service and Central Digital & Data Office, Guidance on the Legacy IT Risk 

Assessment Framework. 
50 House of Commons Committee of Public Accounts, Emergency Services Network: Further 

Progress Review, One Hundred and Eighth Report of Session 2017 - 19, HC 1755 (Stationary Office, 

2019). 
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sector procured cloud services at,51 enabling government to take advantage of the cloud 

transition at scale.  This shows the value of a market that is open enough to bring in new 

suppliers, but structured enough to give government confidence, consistency, scale and 

results.   

Cloud continues to be crucial for reducing the operating costs of much legacy technology 

which runs on ‘on-premises’ servers, though it is often not a complete remediation of legacy 

risk. As one research interviewee discussed: 

“Cloud transition is important, but it isn’t the whole story. In many cases, we have just 

‘virtualised’ legacy IT issues – moving systems to the cloud, but not untangling the out-

of-date operating systems, code base and architecture which also contribute to the risk 

of failure and obsolescence” 

This underlines how critical it is to minimise the asymmetries of information between 

contracting authorities and suppliers for legacy IT transformation. Contracting authorities 

usually deliver to the specification of what they’re required to build, so the right scoping is 

important – but when government lacks the internal technological capability to effectively 

design the solutions it needs for the long-term,52 it can often end up replacing one kind of 

legacy IT with a different system which may not be legacy yet, but poses the same risks of 

supplier dependency. Similarly, when contracts are being delivered, if the public sector doesn’t 

have the right expertise to effectively manage those contracts (as previous Re:State research 

has found it often lacks), it can fall foul of the same issues.53 

DSIT should bolster the contract management capacity of teams involved in managing legacy 

IT contracts, to ensure they have the right tools to manage suppliers when addressing legacy 

services, and to prevent new services being contracted for in ways which replicate legacy 

risks. The Taskforce should provide additional resources and guidance to the projects with the 

top immediate legacy risk. This should focus on setting and enforcing basic commercial 

standards for addressing the information asymmetries between suppliers and contracting 

authorities, including standard use of: 

• Configuration clauses & terms – provisions which require suppliers to govern how the 

software is set up, customised and deployed for the client organisation, and how they 

report this information; 

• Transition assistance & exit management terms – to ensure suppliers must cooperate 

with replacement suppliers, including developing exit plans from day one of the 

contract, and maintaining service continuity throughout; 

• Continuous improvement terms, which should be included as standard according to 

existing GDS guidance;54 

• Step-in rights and insourcing provisions – so that if necessary, the authority can take 

back direct control of the contract from the supplier and operate the service themselves 

(including transferring staff and resources where necessary to do so).  

 
51 Caroline Donnelly, The UK Government’s G-Cloud Procurement Framework: Everything You Need 

to Know (Computer Weekly, n.d.). 
52 Department for Science, Innovation & Technology and Government Digital Service, State of Digital 

Government Review. 
53 ibid 
54 Government Digital Service, Guidance: Managing Legacy Technology (2019). 
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The Taskforce should also build a pipeline of future contract renewals for legacy IT solutions, 

so it can make risk-based judgements about where to invest capacity in reforming the 

contracts and designing transition solutions. One interviewee reported that often government’s 

poor planning and slow contracting processes mean that it ‘times out’ and has to extend 

contracts it otherwise wouldn’t want to, because there is no alternative.  

When using a supplier to remediate legacy IT, in addition to these standards, it’s important to 

consider the right models for incentivising delivery of key milestones, avoiding delays and 

reducing costs.  

Typically, suppliers who are brought in to map the dependencies on legacy systems and then 

replace them, work on the basis of consultancy models, funded on a ‘time and materials’ basis 

(i.e. while there are overall contract limits, suppliers invoice for the amount of time they spend 

delivering a contract as they go). While this is commonplace across government, it is liable to 

cost-inflation as deadlines slip – parties are incentivised to grow the scope of the contract over 

time as they revisit the scope of what they provide.  

This allows contracting authorities significant flexibility, particularly when they don’t know what 

the solution they need looks like, but is a key driver of why many contracts overrun by years 

and hundreds of millions of pounds, and don’t deliver.55 Using payment structures which 

incentivise the delivery of key milestones instead of time spent working on a contract, and 

incentivise cost savings, are far more appropriate.  

And rather than wholly outsourcing remediation to a new supplier, government departments 

should insist on working hand-in-glove as part of hybrid teams with the delivery partner – 

mirroring accepted best practice in digital service development.56  Coupled with ensuring they 

size contracts appropriately to attract a competitive range of bids from medium-sized 

suppliers, as Re:State recommended in Procure and simple: a proportionate approach to 

procurement reform,57 this can mean government departments need to take a more active role 

in managing these projects themselves, requiring them to build more internal capacity for 

programme and product management than they have in many key areas. 

 

Idea 6: The Taskforce should establish clear guidance on the commercial best practice for 

managing suppliers involved in legacy IT, and intervene to apply it themselves across high-

risk contracts. This should include: 

• Standardising key commercial terms; 

• Identifying high-risk legacy IT contracts which are coming up, and pre-planning 

mitigation strategies to avoid repeated rollovers; 

• Payment by results approaches; 

• Hybrid delivery teams with enhanced civil service capability. 

 

 
55 Joe Hill and Sean Eke, Procure and Simple: A Proportionate Approach to Public Procurement 

(2025). 
56 Greenway and Loosemore, The Radical How. 
57 Hill and Eke, Procure and Simple: A Proportionate Approach to Public Procurement. 
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4.2.2 Alternative approaches 

However, even if best practice was adopted across all procurement for legacy IT, the approach 

of contracting for system-by-system remediation will not scale across the public sector. The 

Government estimates that one in four public sector systems run on legacy tech, rising to 70 

per cent in some police forces and NHS trusts. Approaches to reducing legacy IT risk which 

are too expensive will not be able to address that level of demand without unrealistic 

reprioritisation of public funding (the challenges of which are covered in section 3). 

Instead, government should explore alternative approaches to contracting for legacy IT 

remediation which may be more affordable, by leveraging economies of scale, more 

competitive markets, and new kinds of public-private partnerships.  

Grouping common systems 

Most approaches to managing legacy technology involve assessing systems for their legacy 

risk, then remediating system-by-system.58 This approach is easiest to manage in 

departmental budgetary envelopes because Accounting Officers can weigh up individual 

investment priorities against other priorities – but in the long run it makes remediation less 

affordable. As one interviewee put it: “why would we replace dozens of different legacy HR 

systems individually, when we could replace them all with one?” 

Whitehall has a historic aversion to large IT projects, based on good evidence of failures59 – 

there are unique risks from trying to combine too many different requirements into one project, 

in ways which can make them too big to succeed. But replicating the siloed, expensive nature 

of legacy systems in new, modern systems is a recipe for repeating the same problems.  

Particularly when many systems government departments use have readily available 

commercial off-the-shelf replacements (like HR systems), using existing templates from 

specialist providers rather than designing the specification from scratch can present big 

efficiency gains – it’s clear from previous Re:State research that government has a bias 

towards over-specialisation of the solutions it tenders for, rather than relying on proven models 

from the private sector.60 The opportunity here is to group problems, work hand in hand with 

suppliers and let them bring in proven products, new ideas and stronger delivery methods, 

rather than asking every department to reinvent and build these relationships from scratch 

each time separately.  

Leveraging economies of scale 

Even when systems are different enough that they can’t all be replaced with the same 

technology, government can still try to leverage economies of scale through standardising the 

approaches taken, and guaranteeing providers a consistent pipeline of projects for them to 

deliver. 

Legacy systems are usually unique in some ways, particularly the largest and most 

challenging. One interviewee discussed how “all the low-hanging fruit has gone, most legacy 

systems are still legacy for a good reason – at some level, transitioning them is very hard”. 

But repeatable processes to migrate, refactor, replace and retire legacy IT are possible – 

DEFRA has published an AI Legacy Modernisation Playbook which details the workflow for 

 
58 Government Digital Service and Central Digital & Data Office, Guidance on the Legacy IT Risk 

Assessment Framework. 
59 Joe Hill, The Price of Everything: A Plan for the Office for Value for Money (2024). 
60 Hill and Eke, Procure and Simple: A Proportionate Approach to Public Procurement. 
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teams involved in remediating legacy IT systems with AI components. And commercial 

frameworks which underpin repeat business are already being tested for legacy IT – in 2025 

the Government agreed a partnership with Google Cloud to modernise services.61 

If coupled with a standardised ‘payment by results’ model, new companies could be 

incentivised to invest in the skills and capabilities needed to be part of the market for delivering 

legacy IT transformation projects. Payment-by-results is well-tested in some areas, but has 

recently been avoided by government in favour of ‘time and materials’ models because of the 

flexibility they provide.62 If government better scoped the pipeline of legacy IT projects, and 

could clearly define the solutions they require (as discussed in section 2), frameworks based 

on paying for key milestones delivered would become more attractive to suppliers.  

Government should use a new framework to set the terms for a future pipeline of legacy IT 

remediation projects, guaranteeing set terms for suppliers in return for their investment in 

developing the skills and capacity to deliver remediation consistently. The Taskforce should 

define and publish a forward look of legacy IT transition projects, to give the market confidence 

of demand. Individual projects could use the new competitive flexible procedure to establish a 

schedule for paying for each phase, based on defined success criteria from the framework. 

This would also allow the private sector to invest in capability with greater confidence, while 

also giving government more control over pace, standards and value for money. 

Public-private partnerships 

Private companies are usually used for delivery capacity and expertise, but rarely for other 

assets they can bring together – particularly investment and a willingness to work in innovative 

ways. This is a missed opportunity. The aim should not simply be to procure labour, but to 

harness the private sector’s ability to challenge assumptions, test new models and help 

government raise its ambition.  

The involvement of private capital in government has a mixed track record – many private 

finance initiative (PFI) deals done by the UK government in the 1990s and 2000s represented 

poor value for money, often due to bad commercial design.63 But software as a service (SaaS) 

business models (which are now almost ubiquitous in the private sector64 and are seeing wider 

adoption in the public sector)65 also take advantage of private capital. Firms invest to develop 

products, then charge for use via a ‘license fee’ and recoup their investment that way, instead 

of relying on the customer to pay for the operation of the service.  

The Taskforce should experiment with ways new public-private partnerships can unlock 

significant efficiency for remediating legacy IT. For example, guaranteeing suppliers a 

proportion of the savings from a new system which is more affordable than the legacy system 

it replaces, or co-investing with private companies in a special-purpose commercial vehicle 

which would replace legacy systems. Used well, this kind of a model can create a stronger 

sense of national endeavour: government sets the mission, the market brings expertise and 

investment, and both sides share the reward for delivering something better.  

 

 
61 Department for Science, Innovation & Technology, New Google Partnership Will Help Rid Taxpayer 

of ‘Ball and Chain’ Legacy Tech and Aim to Upskill 100,000 Civil Servants in Tech and AI (2025). 
62 Hill and Eke, Procure and Simple: A Proportionate Approach to Public Procurement. 
63 Anthony King and Ivor Crewe, The Blunders of Our Governments (Oneworld Publications, 2013). 
64 Frank Cespedes and Jacco van der Kooij, ‘The Rebirth of Software as a Service’, Harvard Business 

Review, 18 April 2023. 
65 Hill and Eke, Getting the Machine Learning: Scaling AI in Public Services. 
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Case Study 3: the Crown Hosting contract  

Crown Hosting Data Centres is a joint venture between the Cabinet Office and Ark Data 

Centres, set up in 2015 to provide shared, government-accredited colocation facilities for 

public sector systems that cannot yet move to cloud.66 It sits under a single supplier framework 

agreement, giving all central government departments, arm’s length bodies and the wider 

public sector access to physical data centre space on standardised terms. The model is 

explicitly positioned as a complement to “Cloud First”. It offers a secure, cost-efficient landing 

zone for legacy and non-cloud-ready systems while departments plan longer-term 

transformation. At the same time, it materially improves the efficiency and sustainability of 

these systems. 

How the model works 

Instead of every department running its own small, retrofitted, server rooms – often in office 

basements with improvised cooling and power – Crown Hosting aggregates demand into a 

smaller number of specialist facilities. Departments and public bodies (including NHS trusts, 

local authorities and bodies like the ONS) rent space, power and connectivity in shared or 

dedicated data centres, paying on a pay-for-what-you-use basis rather than building and 

maintaining their own.  

The Crown Hosting model is designed to share value with the State through a joint venture 

model. Profits are shared with the government, and savings arise both from scale and from 

avoiding the capital cost of building or refreshing in-house facilities. Crown Hosting’s own 

estimates suggest that users typically cut their operational data centre costs to less than a 

third of previous levels, with electricity consumption reduced by around 75 per cent, and a 

material reduction in floor space and facilities overheads. Across the public sector, the 

company reports billions in cumulative savings since 2015, with the potential for further 

savings if more of the installed base of ‘on-premises’ server rooms are consolidated.  

Lessons for government 

Crown Hosting is an example of a system-wide approach to legacy IT modernisation and 

illustrates how departments can use colocation not as an endpoint, but as a structured 

transition stage. Faced with shared challenges, Government can standardise, centralise, and 

adopt a stance that allows departments to move at a pace that fits their own systems and 

risks. 

The DWP was able to identify a hosting problem, move to a shared and more efficient 

approach, and use the savings from that simplification to support wider modernisation. This 

suggests several of the elements of this approach could be replicated elsewhere: clear 

coordination, a standardised commercial model, a practical transition path for legacy systems, 

and a structure that delivers savings early rather than waiting for a full redesign. Moreover, it 

demonstrates that government can use shared platforms to reduce duplication without forcing 

every department into a bespoke, expensive process. 

 

 
66 GOV.UK, ‘The Crown Hosting Data Centres Framework on Digital Marketplace’, 1 April 2025, 

https://www.gov.uk/guidance/the-crown-hosting-data-centres-framework-on-the-digital-marketplace. 



  FROM LEGACY TO LEADERSHIP 

 

30 
 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source:  Michael Lyons, How your IT Can Contribute to Your Carbon Net Zero Targets, Government 

Business, 21 December 2020; Crown Hosting Data Centres, The Home of Public Sector AI, HPC and 

Computer Since 2015.  

A menu of options 

The Taskforce should coordinate a programme of New Commercial Approaches to legacy IT 

replacement, using a menu of options like those detailed in this section for achieving better 

value for money from suppliers. It should deliver these new approaches strategically across 

government – prioritising the legacy IT risks or groups of systems which best fit a different 

commercial model and driving that approach centrally, with support from lead departments, 

rather than relying on those departments to adopt new ways of working themselves.  

 

Idea 7: The Taskforce should develop a programme of New Commercial Approaches to 

legacy IT across central government, including: 

• A review to identify common systems which could be collectively replaced with a new 

system (or component parts of a system), rather than modernised individually. 

• A new commercial framework for legacy IT project remediation, with standardised 

payment-by-results approach and using the competitive flexible procedure to define 

the exact delivery milestones for each contract. 

• A new model for public-private partnerships to provide greater access to private capital 

for legacy IT reform. 
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4. Conclusion 

Legacy IT is often treated as a purely technical inconvenience: as if it is a background issue, 

or the kind of operational challenge that is an unavoidable feature within large organisations. 

But this is a significant understatement of the scale of the problem.  

In government, legacy IT has become a constraint on the strategic ambitions of the State itself. 

It elevates risks, makes systems more vulnerable and less resilient, and locks public services 

into outmoded operating models. Moreover, it increasingly absorbs the resources that could 

otherwise be put toward other objectives.  

This is a deadweight burden on the ambitions and performance of the State. Tackling legacy 

IT is not therefore a dry question about how to address old systems, but a systematic challenge 

to the State’s own ability to transform its own practices and keep pace with a changing world.  

Government has recognised this problem for years, but recognition has not yet translated into 

effective action. The current model is too fragmented, too reactive, and too weakly incentivised 

to bring about a decisive change. While responsibility sits with departments, the risk cuts 

across them. Commercial models which should be able to support modernisation instead 

entrench dependency or build new capabilities upon an edifice of ageing technology, so that 

every year the legacy IT ‘debt’ becomes more difficult to uproot.  

This report has set out the elements of a different approach.  

Government must treat legacy IT as a whole-system leadership problem, not just a 

departmental management issue. That means taking ownership of the challenge and 

designing systems to be funded and governed on the assumption that they will need 

continuous stewardship. The risks of legacy systems need to be made more visible; the efforts 

to address them must be brought to the centre of government power and decision-making.  

The Digital Modernisation Taskforce proposed in this paper will provide the missing 

institutional mechanism: a body to provide leadership, identify systemic risk, drive up the 

salience of the challenge, cut across departmental boundaries, and do so with enough 

mandate and authority to make a difference.  

Second, government must change how it thinks about funding. More than a kind of technical 

‘debt’ to be serviced indefinitely, legacy IT is a capability deficit that further weakens the State 

every year it is left unaddressed. So long as remediation is treated as second-class spending, 

crowded out by more visible priorities and forced into project-based models ill-suited to modern 

digital services, the backlog will continue to grow.  

A more serious model would treat digital systems as enduring public service infrastructure: 

funded as services, not one-off projects; subject to clearer accountability through Technology 

Impact Assessments and Accounting Officer reporting; and supported by targeted central 

match funding where the risk is systemic but the incentives to act locally are weak. This is not 

only a better way to reduce risk. It is also a better way to free up fiscal and human capacity for 

genuine transformation. 

Third, Government must develop a more mature relationship with the private sector. A viable 

commercial model would reproduce dependency and those that help unwind it. Better contract 
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management, stronger exit and transition provisions, more use of payment-by-results 

approaches, and more hybrid delivery teams are all part of this. But the bigger opportunity lies 

in moving beyond system-by-system remediation where that approach is too slow and too 

expensive to scale.  

Grouping common systems, creating forward pipelines of work, using frameworks that give 

suppliers confidence to invest in capability, and exploring more creative public-private 

partnership models can all help government modernise faster and at lower cost. The point is 

not to hand over responsibility. It is to work with the market in ways that better align private 

incentives with public value. 

Taken together, these reforms would lead to a State that is more honest about technological 

dependency, more disciplined about prevention, and more willing to act collectively to take 

decisive action on legacy IT. That is also why the taskforce proposal sits at the heart of this 

paper. Properly designed, it would not be another coordinating forum, advisory group or 

strategy unit. It would be a delivery mechanism for reducing systemic risk: small, expert, 

empowered and accountable. Its purpose would be to grip the highest-risk parts of the estate, 

build a single picture of cross-government exposure, drive common approaches where 

fragmentation is wasteful, and make sure that remediation is not separated from the funding 

and commercial reforms needed to sustain it. It would stitch together the other proposals in 

this paper. 

Government must ask itself some challenging questions. Is there a named, capable central 

entity with the power to grip systemic risk from legacy IT? Are departments required to surface 

legacy implications before policies are agreed? Are accounting officers expected to report 

openly on the risk profile and remediation status of their estates? Is technology being funded 

as an ongoing service rather than a stop-start project? Are central incentives aligned with 

departmental responsibility? And are commercial models helping government exit legacy IT, 

rather than trapping it more deeply within it? If the answer to any of these questions is “no”, 

then legacy IT will persist. 

Technology will not stop changing, and no government will ever finish modernising. But ageing 

systems need not inevitably become a source of enduring State weakness. Legacy IT should 

no longer be factored in as the quiet cost of carrying on. Its fate will be a clear test of whether 

Whitehall can remake itself for a drastically more technological age. 
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